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TRUSTED ELECTRONICS
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Today Electronics Everywhere – requiring different levels of trust

https://hbr.org/2021/02
/why-were-in-the-midst-of-a-global-semiconductor-shortage
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Today: Global Microelectronics – Global Value – Local Risk

"Dieses Foto" von Unbekannter 
Autor ist lizenziert gemäß CC 
BY-SA

Intel

Landkartenindex.de von Unbekannter Autor ist lizenziert gemäß CC BY
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Yesterday the Citizens of Troja…

Troja. Spielfilm, USA, Malta, England, 2004, 156 Min., Regie: Wolfgang Petersen, 
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Today 
– yes, we are vulnerable
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◼ Hundreds of new SW- virus /day

◼ Flaws in Design, Implementation & Supply Chain

◼ Compromised Hardware (Encryption, Data Leaks, Remote Control, RNG)

◼ Counterfeited Devices

„? hardware trojan“
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e.g. Cyber Security

Bloomberg
Businessweek
Oct 2018/Feb 2021

Spy & Attack USB

Sold in the U.S.A. 

Motivated by
NSA CottonmouthX
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Strong Motion for Trusted Electronics

◼ European, national and state authorities fortunately see and fund

◼ Trusted Electronics as a Conditio Qua Non for Digital Souvereignty in Global Supply Chains

◼ Partners from Industry and Academia are sharing the vision and are joining forces
building strong alliances offering solutions for trust

◼ Selected current projects with

◼ BMBF ZEUS-Program with Vertrauenswürdige Elektronik platform

◼ BMBF R&D Projects SyPASS & RESEC 

◼ BMBF TRAICT Trusted Resource Aware ICT 

◼ BMBF FMD Analysis Equipment  

◼ Bavaria TREB Trusted Electronics Bavaria
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Topics addressed within BMBF funded 15 ZEUS-projects

Design Manufacturing AnalysisTrust by

- Consulting

- Services

- Standardization
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Network 4 Advanced Analysis

Target Definition

Non-Destructive

Conditions

Recherche
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XRAY
Preparation
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Electrical Test

EM-Emission

Package – opening/removal
Analysis concept
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Fingerprinting

passive

Transient Thermal
LockIn

Photoemission

active

System in the Box                Transistor 

Ultrasonic

Technology analysis

Delayering

Chip Scanning

Layout Extraction

Circuit Extraction

Destructive

Report

comparison

comparison

Infrared analysis

Eddy Current

XRAY nCT, 
AFAM 

Thermal

LaserVoltageProbing
future

Formation initiated in the
FhG /BMBF TRAICT-Project
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◼ Bought from Amazon 

◼ Remove Case and identify 5G-Components

◼ Demonstrate various Methods for Test and  Analysis

◼ Active – Passive – Destructive

◼ Analysis of Key Component of Interest

◼ Technology Characterization – Trust Features

◼ Scanning & Partial Reconstruction of the Layout

Example: Tear Down of a 5G WLAN Router

7 nm FinFET

IMWS
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◼ Large Area Scanning Raith 150TWO

◼ Image Stitching

◼ Segmentation of Pictures

◼ GDS2-Extraktion of Layout 

◼ Comparison with Trusted Layout or Golden Device

Example Scanning & Layout Reconstruction

G
at

e

Kontakt: Dr. Horst Gieser
Mail: horst.gieser@emft.fraunhofer.de

SEM-
Detailbild 
(3x4 Stitch)

Extracted GDS2-Layout

Segmentation in Lines und Vias
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RESEC Systems und Methods for Analysis and Reconstruction 
of Highly Integrated Security Circuits
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RESEC: Scientific Demonstrator for Integrated HW-Trojans
A.Hepp, G.Sigl ACM 2021

◼ 1st-Time Right: 4 Trojans with different levels of complexity

◼ Post-quantum RISC V

◼ Goal: Identification by Physical Analysis

12

A
le

xa
n

d
er

 H
ep

p
 a

n
d

 G
eo

rg
 S

ig
l. 

20
21

. T
a

p
eo

u
t

o
f 

a
 R

IS
C

-V
 c

ry
p

to
 c

h
ip

 w
it

h
 h

a
rd

w
a

re
 t

ro
ja

n
s:

 

a
 c

a
se

-s
tu

d
y 

o
n

 t
ro

ja
n

 d
es

ig
n

 a
n

d
 p

re
-s

ili
co

n
 d

et
ec

ta
b

ili
ty

. 
In

 P
ro

ce
ed

in
g

s 
o

f 
th

e 
1

8
th

 

A
C

M
 In

te
rn

a
ti

o
n

a
l 

C
o

n
fe

re
n

ce
 o

n
 C

o
m

p
u

ti
n

g
 F

ro
n

ti
er

s 
(C

F 
'2

1)
. A

ss
o

ci
a

ti
o

n
 f

o
r 

C
o

m
p

u
ti

n
g

 M
a

ch
in

er
y,

 N
ew

 Y
o

rk
, N

Y,
 U

SA
, 2

13
–2

20
. D

O
I:

h
tt

p
s:

//
d

o
i.o

rg
/1

0.
1

1
4

5
/3

4
5

7
3

8
8

.3
4

5
8

8
6

9

PUBLIC



© Fraunhofer EMFT  Dr. Horst Gieser  @ SEMI Europe 2021   19.11.2021 
gefördert vom

Our Common Charta – Trusted Electronics for a Secure World
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Thank you very much for your kind attention

Dr. Horst Gieser horst.gieser@emft.fraunhofer.de

Gratefully acknowledging my Colleagues of Velektronik, TRAICT, RESEC,TREB & for inviting me
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